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The eMedNY system is available 24 x 7 for submissions. If you experience issues
with submission, you may contact the eMedNY Call Center at (800) 343 9000.
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1 Introduction

Simple Object Access Protocol (SOAP) is an XML based protocol which enables applications to exchange
information over Hyper Text Transfer Protocol (HTTP) and other protocols. Primarily, SOAP provides a way to
communicate between applications running on different operating systems, with different technologies and
programming languages. Simply stated, SOAP is a protocol for accessing a Web Service. At this time only one
web service utilizes the user certificate in this guide, it is the following system:

e eMedNY SOAP FTS (File Transfer Service)

The above link is to the main eMedNY SOAP FTS (File Transfer Service) User Guide, found on our
www.emedny.org website. This is a separate guide from this document. Please assure you obtain and review

this user guide for information and details about the service, including sample SOAP requests and responses.

Providers and Vendors/Trading Partners may use SOAP FTS, and the underlying Service Oriented Architecture
(SOA) to exchange information with eMedNY. Users of the eMedNY web services architecture will be required
to attest to the eMedNY SOAP Certificate Policy. In order to guarantee the privacy of the exchanged
information as well as the authenticity of the partners involved in the exchange, users of the eMedNY Web
Service applications will be required to implement security practices based on X509 Certificates. This process
is initiated by your ETIN’s Primary ePACES System Administrator, who can request, receive, and revoke
eMedNY issued SOAP User/Client Certificates, as a user’s SOAP Certificate Administrator. The certificates will
be deployed on client systems communicating with eMedNY web services in order to implement any user
Authentication and Message Level Encryption as required by individual web service applications.

The number of active certificates per user Certificate Administrator is limited to one. The user certificate will
have a six month life span.

The purpose of this User Guide is to assist the user in requesting and obtaining a SOAP certificate using
eMedNY’s ePACES Web Application.

Important Note: It is the sole responsibility of the submitter or user, who wishes to utilize the
eMedNY SOAP FTS submission architecture, to develop or create their own SOAP compliant
application or client. eMedNY will in no way support the end-user SOAP Application/Client,
therefore it is strongly recommended that the Provider or Vendor/Trading Partner take
appropriate action to have technical support available to assist or troubleshoot.
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SOAP CERTIFICATE REQUEST

2 Requirements to Obtain a Certificate

In order to request a SOAP User certificate from eMedNY, you will need the following:

e Have an active billing ETIN

e Verify that the ETIN is enrolled in ePACES

e Assure your NPI/MMIS Provider ID is actively certified/linked to your ETIN enrolled in ePACES
e Access to your ETIN’s Primary ePACES Administrator account

PLEASE NOTE: If you have questions or need assistance with confirming or verifying any ETIN or ePACES
Enrollment info above, please contact the eMedNY Call Center at 1-800-343-9000.

3 eMedNY SOAP Certificate Request

SOAP Certificate Request is a process comprised of three parts. All these parts must be completed in
order to activate an eMedNY SOAP Certificate.

3.1 Part I: Enrollment for SOAP Certificate Request

In order to begin the SOAP Certificate Request Process, you must have a SOAP Administrator Access
Credential (User ID/Password). This access key is available for request through the eMedNY Website.

Following is a step-by-step process to obtain a SOAP Administrator Access Credential.
1. Go to the following link on the eMedNY website. Note the "https" prefix:

https://www.eMedNY.org/cert

Important Note: Enrollment for a SOAP Certificate Admin must be completed by your ETIN’s Primary
ePACES Administrator. If unsure of your ETIN’s ePACES enrollment status, or to locate your ETIN’s
Primary ePACES Administrator, please contact the eMedNY Call Center at 1-800-343-9000.
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SOAP CERTIFICATE REQUEST

2. If you are the ETIN’s Primary ePACES Administrator,

Enter your ePACES User ID in capital letters and your ePACES Password;

Read the Certificate Policy Statement and agree to it by clicking the appropriate checkbox;
Click Submit.

ePACES User ID example:

** SO0AP Certificate Enrollment

To begin e process of the Certifcpte [rrplmerd Process, plesss provids
yooor @iy eFACES or FTP yiermarms and padiwerd belges

" senama JEAEEY = Py peerd AR

p.' b redd aned spree 1o the l‘lw]mm

() “Eobenst |

Please note that unlike ePACES itself, this particular system is case-sensitive. The Username must be entered in all
capital letters.

3. Ifthe entered User ID & Password are accepted, the following page will be displayed:

** SOAP Certificate Enrollment

Thank rou for wardping your sctount mih aMadiir. To camplete B
Certficate Ervollment Process, plesse provids your TSM, Previder Number,
and SORP Admiristrators contact information Balow

Provider Enformatisn

= Pravider Nanber | * T5H [
SOAF Admenistrator Infarmation

" First Nyma
* Laat Marme! I

® Emasd Address * Cordem Emad fddress
* Phena Nomber: I
) S |

IO s ot stats Dacastmant ol Maslth

eMedNY X509 Certificate Request and Page 5 of 23

November 18, 2024
Management User Guide Version 2.0



SOAP CERTIFICATE REQUEST

Enter in this information. Note: the TSN is the ETIN. If all entered information is accepted, the following message will be
displayed:

“Thank you for enrolling in the Certificate Request Process. An e-mail with further instructions has been dispatched with
additional information that will be required for the ePACES Primary Administrator to request a certificate for SOAP

transactions.”

**  SOAP Certificate Enrollment

Please allow up to 15 minutes for the SOAP Certificate Enroliment confirmation email, which also contains the SOAP
Administrator Access Credential (User ID/Password). (An e-mail sample is available on the following page)
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SOAP CERTIFICATE REQUEST

Important Note:

During the SOAP Certificate Enrollment process, if the Provider or Vendor/Trading Partner is unaware of their
ePACES enrollment and an ePACES Account does exist, then the e-mail with the SOAP Administrator Access
Credential will be sent to the ETIN’s ePACES Primary Administrator, instead of the e-mail address provided on
the previous SOAP enrollment page.

bet

<SOAPEnrollment@eMedNY.org> To [JackBauerBenail.com
42472009 1052 AM e
Subject r’&_mhyﬂor Enrolling!

Dear Jack Bauer,
Thank you for enroling in the SOAP Certificate Request Process. Now that you have been fully enrolled you may now request your SOAP Cemficate at any tune

The Cernbicate Request Page is located within ePACES. Bemg that you have just enrolled in the Certificate Request Process, you now have a username and password 1o access
¢PACES. Your mformation 15 as follows

Username: JBAUER1
y  Password: yoUrPa6s

Below are the steps you must take to access the Certificate Request Page

1. Go to hutp fwwrw emedny, org/

2. Chek onthe "Logn ePACES® button located on the nght hand side of the screen. Thas wall open up a new window

3. Usng the logm mformation above, logn. (You may be asked to change your password m the mienm)

4. Once logged m you will be presented with the Request Certiiicate knk on the left hand side. Chek thus Enk to open up the CertScate Request Page and request your SOAP
Certficate

As you are now newly enrolled withm ePACES, you are set up as the Prmary Admuustrator and the SOAP Admmastrator
Thank you very much,

eMedNY . org

If you do not receive the confirmation e-mail within an hour of completing the SOAP Certificate Request
enrollment, it is possible that the ETIN used for this enrollment may have already be associated with an
existing ePACES Account, resulting in the confirmation e-mail to be sent to the ETIN’s Primary ePACES
Administrator. To confirm the existence of an ePACES Account and/or obtain information on who your ETIN’s
Primary ePACES Administrator is, please contact the eMedNY Call Center at 1-800-343-9000.
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SOAP CERTIFICATE REQUEST

3.2 Part II: SOAP Certificate Request

3.2.1 Create the Private Key and the Certificate Signing Request (CSR)

Now that you have a SOAP Administrator Access Credential, you can generate a Certificate Signing Request (.csr file) and
the eMedNY SOAP Certificate (.cer or .pem file). The following is example methodology using OpenSSL:

Execute the following command. Use default values for all entries except Common Name (i.e. username) as shown
below.

$ openssl req —-new -newkey rsa:2048 -nodes -keyout priv.key -out request.csr
Generating a 2048 bit RSA private key

writing new private key to 'priv.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:

State or Province Name (full name) []:

Locality Name (eg, city) [Default City]:

Organization Name (eg, company) [Default Company Ltd]:

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) []:TESTUSER

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

$

Use the generated request.csr file to obtain an eMedNY-signed Client Certificate file.

3.2.2 Upload the Certificate Signing Request (CSR)

Once you have established an eMedNY SOAP Administrator, a new page will be added to ePACES that only
Administrators can access for User Certificates Administration.

The following pages contain step-by-step instructions to request and obtain the SOAP Client Certificate via ePACES.
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SOAP CERTIFICATE REQUEST

1. Loginto ePACES with your SOAP Administrator Access key provided in the SOAP Certificate Enrollment
confirmation email:

Med N}V a

e o (g

Enrollment Manuals and Training

ViR

3] Login ePACES

eMedNY
Support Tools Center

NEW! For Practitioners ONLY

PAOVIDER ENFOLLMENT
MAINTENANCE

PORTAL™:
}

L h R
N
\s

i s |
ﬁNEwMEchA’R’E ®"MEDICAID'MANAGED! \R ==
= CARDS &3 CARE NETWORK ik bee formore rkgmeton

3] Login PTAR

Notices PTAR nfommation

ToACES informatio

3] Login eXchange

Enteral
Web Portal

(This Access Key will be the ETINs’ Primary ePACES Administrator User ID and Password.)

“Med Q’}ff @PACES

. m(%‘r)///(’ lo

ePACES

Effective 4/1/2023: The Medicaid pharmacy benefit will transition from
Medicaid Managed Care to NYRx, The Medicaid Pharmacy Program.

Username:

Password:

Please Note: Medicaid recipient level data is confidential and is protected by
state and federal laws and regulations. It can be used only for the purposes
directly connected to the administration of the Medicaid program. You are
required to read, understand and comply with these regulations. There are
significant state, civil and federal criminal penalties for violations.

View Medicaid Confidentiality Regulations.

O 1 have read and I agree to the Medicaid Confidentiality Regulations

If you are having trouble logging in please call 800-243-9000.

(© 2002 State of New York. Privacy Policy

-031-11:44:56 AM
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SOAP CERTIFICATE REQUEST

2. After login, the SOAP Certificate Administrator should have the following option active on the left side
of the ePACES Main Page as show in the screenshot below:

Certificate Admin
***Certificate Request

Med )"/ eraces
JACK BAUER SA MD . 123450700 % ° -

o felelienie fey

ePACES

The Raw fors Stals Departmer? of Beakh oot
Lo regrest Shd redeie s vty of HIF
Usetiy (b Jiodis W0 the mena-bar
il able

Cerificate Admin
- [}

e of pach page,
ieaitalie FuatClanably. if you 95 At fod B

gpad ot the op of the pads
der Mama i3 incorract oF not svaslable n e

st the top of the pege, clesrs corfedt the

For further mformation, plestes vt thase bes

@ 2007 Seake of Maw Tork, Prisgoy Polioy
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SOAP CERTIFICATE REQUEST

3. A Certificate Signing Request (.csr file) must be created and included in this form. Copy and
paste the .csr file information into the Certificate Signing Request text field of this page. When
renewing the certificate after it has expired, the same Certificate Signing Request as the initial
request can be used in this field.

««» Certificate Request

Cerificate Admin
Cordicple Bagus i

Current list of active, pending and Insctive certificates.

Date Status Eup, Dake Certificate Revoke -

Complete the form below and click swhmit te generate a mew certificate request.

Certificate Signing Reguests

I™ 1 have road and 1 agres (o the Certificate Pelicy Statement.
SOAPF Admsinistrators First Name

I —

SOAPF Admdnistralosr’s Last Mame:

SAPAF Administrator’s L -Mail Address:

SOAF Admdnistraioe's Phane Humbser

4. Navigate to the directory where you saved the .csr file earlier, and open the .csr file in a text editor,
such as NotePad. It should look something like this:

=01 ]

File Edit Format Wiew Help

————— BESIN NEW CERTIFICATE REQUEST----—- =]
MIIEBoDCCAnkCanawyDELMAKGATUEBRMCvyMxC ZABQNYEAGT Ak SZMRAWDOY DVOQHEWdBLNT 0h3 du
MRMwWECY DVOOKEwpKhZ MURGS T SWS MO swi oy ELQOWDWI IVDEQMAG GALUEAXMHSMS bk RYZTCENZ AN
ngqhkiGQWDBAQEFAAOBjQAngkCgTEADSEmmhFMJQDpFDqu2q56?gQMh?BlSkFGiTkUDEtLgEE
IywoB2 cEBychi v I HLVI v+ 8+p0sT 2 eBoUSoymabfomMgIMls 3dhzam] KEavut IvEsS39 ] ogZ2IRUOE
ZolMzgd ] ecEwWRa 1 ZIMUGBRCOySpRxh KawT 3uvRdk g2 595 FOyPMCAWE AL AMIALGC SGE ST h3DOER
BOUAA GBAE+D 2 Fxys 65 AZ4 1T agnC /AT wy 7E+HER2 IgMLEP L, ] OCTQaTZNM3GwDxEN3 FECrEagh
CWSCOULQCwEUI 0,97 95 23 OPvoUay 4y 7Ummb+os ami ardFohd rawc s aywfur APTeTDr+ AT xwp2
OTmUT SLEpd OLE G  T2R 3 whikynxGd

————— EMD MEW CERTIFICATE REQUEST-----

[
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SOAP CERTIFICATE REQUEST

5. Copy this information and paste the text into the Certificate Signing Request field, as shown below:

BrFACES

==« Cartificate Request

Cortificate Admin

Current list of active, pending and insctive cerificates.
Drate

Statmn Eup. Date Cortificatn ewnke -

Complete the form belaove amd click seabhmil 1a generate a aeve certificate meguest,
= Certificate Signeng Begue sl

—=———BEGIN NEW CERTIFICATE FEQUEST--—-- -
HIICa T AYEC AAwS D E LN L 1 FEE RN A = O s AT B VE LD T oS S NS Wi YD OHEwTh
Ty P

AN DENVE LG T AN Y s D AS CL LT xRS Fab Gl oc s FPRAOGA LT ARG WIRIS LIALIN
I3 ANEges

hEELGEEOBASEFAACCACEANITECgECAOEAMELH T ehtM S SLI T B BORL S Br TEYEwEHED
DG Tadas

Fi/ et darHlbde FEduyri S/ B4 al = FhE ) O SHLBSEF FEFL+ Tl wdeil 1 dbSgHF « Hel T Th= _:I
F I have read and 1| sgree to the Certificate Pelicy Statement.
“ S0AF Admvinistrator”s First Mase:

| =
" SOAF Administralor's Last Names

[msLre

® SBAF Admdnistrator s C-Fail Address:
e srmmess Cou

= SOAF Adisinistralos™ s Phane Momber
E:I ErSSS1E1d

clC

6. Once all required fields (*) are populated, click ‘Submit’ button. Status of the request will change to
‘Requested’ on this page.

Med)'|"/ eraces

«== Cartificate Request

Certificate Admin
Current list of sclive, pending and insctive certificates.

Date Status Enp. Date Certslieate
Heifoery Tor cartf=tabe rogui-bied o 004,00

(a2 Drat Pl Eogoeited

Complete the form below amd click ssbmit te generate o neve certificate request.

# fertificate Signing BEcquiesi:

™ 1 hawe read and 1 agree o the Certificate Palicy Statement.
* S0AF Admdnistralos™s First Mame:

eMedNY X509 Certificate Request and
Management User Guide Version 2.0
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SOAP CERTIFICATE REQUEST

7. Once your request is processed, please send an e-mail to emednyproviderservices@gdit.com for

approval. You must notify eMedNY of your request, as we will not receive notification from the system.
Failure to notify eMedNY at the above e-mail address will delay the process until we are notified.

8. eMedNY will either approve or reject your SOAP Certificate Request. Upon that determination, an e-
mail will be sent from emednyproviderservices@gdit.com to the SOAP Administrator with the current

status of your request.

9. Once the request has been approved and processed, emednyproviderservices@gdit.com will send an

e-mail notifying you that the certificate is available for download.

This entire process can take up to two business days.

3.3 Part III: Download eMedNY SOAP Certificate

3.3.1 Retrieving the Certificate Response

1. Upon receiving the Certificate Request Status e-mail, log back into ePACES using your SOAP
Administrator Access Credential, and access the Certificate Request Page.

If the certificate is approved by eMedNY, status will change from ‘Requested’ to ‘Available’:

i EL S i+

«+ Cartificate Requast

Certificate Admin
Laniutn Aagues

Currient l§5E of active, pending and inactive certilicates,

Oate Status Exp. Date Certificate Hewoke

Complete the form below and cllck sabmit te generste & now certiflcate request.

* Dertificate Signing Erquests

™t have read and 1 agree to the Eedilicate Pelicy $lalement.

The SOAP Client Certificate should now be available for Download. Click on the link for ‘Download Now’ for
the Available (Status) Certificate.

eMedNY X509 Certificate Request and Page 13 of 23 November 18, 2024
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SOAP CERTIFICATE REQUEST

2. Upon clicking on ‘Download Now’ link, the following screen will be displayed:

Certificate Admin
Cettificate Request

Certificate Request

Current list of active, pending and inactive certificates.

Date Status Exp. Date Certificate Revoke

History for certificate requested on 04/24/09
04/24/09 Requested 10/24/09

04/24/09 Available 10/24/09 Download Mow

Here's your Certificate. Please cut and paste it to a file.

eMedNY SOAP Certificate:

HIIGKQYJIKoZIhweNAQuCoIIGG]CCEhYCAQExADALEgkghkiGowOEEBwGgygX+HIID
JeCCAvighwIBAgIED TANEgkahki G wOBAQUF AD A2 MOGwD QY DVOOEEWZ I TWV KT 1ix
IzAhBgNVE L= TGl TaXogQe VydG lnalihdGUgoXV0aGo vaXREME4ZDTASHDORND AD
HDAwMFoXDTASMTAYN ] LzNTk10Vow¥DEPHAOGAIUECHMGEUL 1 EESZNRMwEQYDWOOL
EwplTWWkT1lktUOLUHOSWDQYDVOOLEWZ LUGE J ZXMxF TATEQNVEASTDGVOYWN leyvED
ZXJ0czEQMA4GAIUEAXMHRDASN ) IONDCCAS IuD OV JKo E ThveNAQEEEQADggEPADCT
LO0CEgEBACECEe84 Y TEROS yUICENQTp 4w/ EEWGHNr *EuSegx k2 nTEBOE 6Hgnllr 24
ShixHcMokofweBtipcoZlhg/I1/2i310n3whkS/ udcHaldeG0oExfhSIJWIOcD £ Z0ge,/
utmeVLeyEe IgeuPggyk0Sukecasu+DPenEaToXu 7 YVERS eVB0kn TS AQsOr auMrNE
FcJNeRDOY/ PISMV/ xPV3a/ +003 humw3PLoh3cE ] Lo W+3uSQE) 66 jOXTA/ VI0TxG
SHU+MzyLzoGINEfhO8£3x3 9/ z AIGHOK3 4C5uut xu? e UQp e LPDoNT4r+£GPrEVKE
6h/ 11T/ 3007 IAEINKATTUINI0 ZG1CWeCAWE LAAOE/ ICE+2 AOBGNVHOSEALSEEANC
EPAwEwYDVROLBAvwCgTIKwYEEBQUHAwIwgZHGAI1 UdHwSBizCEiDENoEugSaRHNE Ux
DEANEgNVEACTEMWVNEWROWTE JMCEGAIUEC K HahVNpdCED ZXJ0aVEp TZFOZSEEAXRD
bL3JpdHkxDTALEGNVEANTEENSTDEwN 6 410D OGHThOAHAGL yEvMC v HCAxNTCcullDUs
ODA4MiSQS0]ITELI2L2NhYeVydHw Q1 THMS 5 e HOYDWVROOBBYEFB+F f0 TR EGE+
HokvgdIW145++2+eMEEGAIUd IwoTHEaAF MV TEdoNhx qapnmOKEoug7VEPns3 HADG
CSqGSIb3DQEBBQUAASGEAE/ XB+NecyP1p ZEko T+4qylu+cQ3BFeh3N9 iunKr £4FR
YUDgeWSF MM zebLaolfEDyvErtKKz0Tr 3 22X QGIPPFeGEV et S vC eCedKGRZEDN IO
pTHgI kDo QRS ux 3 ZGFESTCEAL SwB S mECnEEhp YBEthOeS PO TLI IvJBVIGOpaWh3
HIICZeCCAACYAWIBAGIEBAD ANEgkqhkiGOwOEAQUF ADAZ HOSWDOQYDVOOEEYE LTUVE
T1lkx IzAhBgNVEA=sTGmlTaXQgQE VydG lmalThdGUg XV 0aGoyaZRSNE4ZDTASHD Iy
Nz A1MDAYMFoXDTIXMD IxMDAONTE1OVowN JEPMAOGAITECHMGEU] 1 ZESZHSHe IQYD
VOQLExptUZ LOIENlcnRpZml JYXRLIEF1dGhveml0e TCEnz ANEgkgqhkiGowOEAQEF
LAOBI0AWgYkCyYEAepr v/ REZ0h1 2% wOOmPvus £ 5Hucx 6J AGHAUTE Kt aldWavt Kda
dFO0r OVyOF jyGeogl TETASEr6tZnbx Ih abb4Kqoe Tn7 IDEUWLVESavdo T 6t Rgd wir
C2+h3qz58r 6hd rwTxAwBF Ag+38J9 M1 KCE4TEwwC N E0 g TZDphntnF TESbeCAwEL
AaoBhDCBYTAS BgylghkgEhvhC AQOEMhMWRZ VU Z XThdGVEIGISIHROZSETZWN om0
e3BTEZXTZ EXIgZmdy IHowT1MgKF JEQOYpMA4GA1UdDwEE/ wOEAwIEE j APEGNVHRME
LfSEBTADAQH/ MEOGA1UADGOWEBTF Uynal Yeamg 253 i 16Lqul ¥z 57N ANEgkghkiG
Suw0BAQUF AACEgQAZOAFAGHpE7 UL emnGE S TwlISKCPOOOTyo tmEY/ 06 ZEap 6Nuir+£DF
pIOThBukOQDAJOfh/ INS0 62 AR Gpe 140t 4xHpsCa+P1zB2 1g0St PXcrvomue bkERE
Cha0z b/ 7/ Hipyh LhAUNNavuaE ZCJdRDgCEx U9 Ih T/ ShEYIC11VSEDULQIEL

PZEIEPCSOLO0EMED -4/ 20/ 2009-0W0-11:37:19 AM

3. Copy and paste the Certificate in its entirety into a text editor (ex. Notepad)

4. Save the file, with extension ‘.cer’ or ‘.pem’ (e.g. nameFirst.pem), into the same directory as your Keystore:

eMedNY X509 Certificate Request and
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SOAP CERTIFICATE REQUEST

‘3 ePACES - Microsoft Internet Explorer =121 x|

File Edit WView Favorites Tools  Help ‘ l’;’
- e . i
@Back > B \ﬂ @ ‘4 | - search \tx\  Favories 65‘ I - ﬂ
Address [&] hitps fwvavar. cmedny orglepaces CertificatesfAddiewCertsP30.aspx jﬂwwmﬂw
04424/09 Requested 10/24/09 =
04/24/09 Available 10/24/09 Download Mow

Here's your Certificate. Please cut and paste it to a file.

eMedNY SOAP Certificate:

————— BEGIN CERTIFICATE--——- =]
MIIGKOYJKoZIhveNAQeCoIIGGICCEhYCAQEXADALEkghkiGowOBENGyygE+HIID
92CCAvigAwIBAGIBD TANEGkahk 1G9 w0EAQUF ADAZ HOSwDOTDVOOKEWE L THVET 1kx
BRI
Flle Edit Format View Help
----- OO i 2
e AAw BAas DT ANBEE GH I ComIBAGUEAPATHER G SVaoR e '
%iiﬁg\g’;J\gfgxgér%ﬁglégggvgdamathdCGlquXVOaCGleyain5M§4Q><DTA5MDi Savejn: |‘\'—1?CSHS 2 | N

MDAWME 03D T ASMT Ay N AZNTk10Vowy DEPMAOGALUECHMGZUL 1 ZE SZMRMWED
Ewp 1 TWVk T Tkt U0 T UMGSWDQYDVOOL EwZ 1UGF j ZxMXFTATBONVEAST DGV WI
231 0CZEQMAL GATUEAXMHRDASN] TONDCCAST wDOY JK0ZThw CNAQEBBQADGY
AQOCHHEBAOBCEaB4 Y TThoSy ST MOTpd v /K BwEWNr xBwSegxk 2 ny KBQF6HI
3bfxHcmok ofwest 2pczag/T1 /2 s1Dn3wRs U9cHaDdec0oBxThEIwU0c O
UTMEVL CyZ ELgzUPYyk 05 wAGCATLHDPCNEAT MW7 v WkR /2vBOk nT 5AQsQr.
SCINERDUY,/POSMY XPVSa 4003 hxmwSPLOASCB] 1 Tw+SL5QX] 6GR]OX7 AL E,
SMmU+MzyL z0GI NFhOST5x3 9,/ 2awgHOK34 S uut XU7ZtUQREtLPDONT4 r+TGI
6h/11T/§DCTIAEjHxATTuIWUUZGﬁCWCCAWEAAaOB/jCE+2AOEgNVHQBEAf1 Gl
BPAWEWYDVR D] BAMMCOY T Kw¥BEQUHAWT wgZMGATUdHWSE1 2CB1DBNOEUGSal SRR
DZANBGNVBADT BMVRZWROWT E JMCEGALUEC xMabwNpdCBDZxI0awzpy 2F0ZS
b3 IpdHk xDTALBYNVBAMT BENST DEWNGAL 0DOGMWhOCOHAGL ySyMCAWMCA XNT

oDadMI 90501 TZXIZL 2 Nhy 2y dHMYOL IMMS 5 § CmwwHO Y DVROOBEYEFB+FT O

Himkw o w14 5+4+2+ 2MBBGAL U IwaYMBAAFMY T KdoNhxgaprmokx<oug 7virn:
.{ CSOGSID3DOEBEQUAAGBAE, XE+MecyPlpZEk 0T+4 og Tw+cQ3BFeh3ngiuni
WUDgCWBFMMzebLaol FDyrrtKk=z0Tr3zzxQGIPPFeGKVETwSwC 2C s KGRE!
BTNG3kDOORBUX3XEFESTCEE BWEGSMCNEEhpYET thoeSPMOTLIIyIBVIG
MIICZzCCANCAWT BAGT BADANEBGK qhk 1GOWOBAQUF ADAZMOBWDY DVQQKEW
Tk xIzARBgNVEAS TGMLT axq002 viyds TmawNhdsUgo-viasSyaxr SMBAXDT,
NZATMDAWME DXDT T XMD I xMDAONT kLOVaw ] EPMAOG AL UEChMGZUL 12E52MS
vQoLExptU2 10IENT cnrpzm]iv<R1IEFLdGhyvemT 0eTCBnZANBGK thk 1GSw!
0B T AW RCOYEAGV IV, RTZ0hT ZxwoomPyU9T SHUGXEIAGHOUTT KT aldw,
dFOOr"O\/yOF]%G&quTBTAS6!"6‘\:ZmbXIh/abb4KqDETn?IDKUWLVEaWdDTE
C2+hsgz50rl Qmw'rxdeFAq+SSJ9M1KCE4YKW\:NZQEQTZDthEHFTBb e I
1a0BhDCBOTA/EQ | ghk gBhvhCAQOEMhMWR 2VUZ> I hdGvk IGISIHROZSETZWI =
B5BTZXI2ZXI gZm Iy T HOV TIMOKF JBQ0YpMAL GALUDDWER /wQEAWI BB ] APBGI e
AfBEBTADAQH/MBOGALUADGOWEETFUynaDycamgz 53 116Lgulxz57NzANBg!

SWOBAQUF AACBLQAZOAF dGNPE 7 UDOMG 53 Y wl SKCPOOOUYOtmXY /062ap6hu Cheodi
%OThakOQDdJOfb/IMSDGeARZGpel4Qt4prSCa+PlZEZ1gOSt?qugmu‘ Shcoong [ns1

chaozh /7 /HupyblhaunmaryuaBxCIdrRDgCEXU9IbT /8heyjCllvasoulail A
————— END CERTIFICATE-—---

JBAUERT cer

Recent

My Documenis

ompliter

x
.

File name: I JBALERT cer

Saveasipe:  [AllFiles

Lef Lo L

IEioee L o
doan| BEO D | |

5. Log out of the ePACES Certificate Request page and close the web browser. The certificate is ready for
use. Please Note: The link to download the certificate will only be available for one week. Failure to
download the SOAP Certificate before it expires, will result a new request needing to be submitted.

6. When the certificate is in an “Available” or “Active” status, ePACES will not allow you to request a new
SOAP Certificate. If for whatever reason you need eMedNY to revoke a certificate, please send an e-
mail to emednyproviderservices@gdit.com. Similarly, when the certificate is nearing its expiration

date, please email emednyproviderservices@gdit.com to request that the certificate be set “expired”

in ePACES so you can request a new certificate. The status in ePACES is independent of the certificate.
The certificate will be active up until its actual expiration date. This status is also not automated — so
after the expiration date you may not be able to request a new certificate without reaching out to the
above email. It is recommend to contact us at emednyproviderservices@gdit.com a week or two in

advance of the expiration date to avoid any down time.
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SOAP CERTIFICATE REQUEST

3.3.2 Obtaining the Signed Client Certificate

Use the generated request.csr file to obtain an eMedNY-signed Client Certificate file. This certificate is used to
establish a secure connection, the following example uses Keystore Explorer and SOAPUI 5.7.0.

The returned file contains the certificate chain. Open the file in KeyStore Explorer and select the certificate
that has the same name as the username. Then export the signed client certificate as shown.

Certificate Hierarchy:
# OU=rPrd Certificate Authority,0=eMedNY

o ﬁ

Version: |3

Subject:  |CN=TESTUSER,QU=ePaces Certs,OU=ePaces, 0l =eMedMNY-FROD EE

Issuer: |OU=rPrd Certificate Autharity, 0=eMedMY Eﬁ

Serial Mumber:  |Ox4C1
Valid From: | 10/31/2023 12:00:00 AM EOT

Valid Until: |5/2/2026 11:59:59 PM EDT
Public Key: RSA 2043 bits T
Signature Algorithm:  |SHAZS6WITHRSA

Fingerprint: | SHA-1 o @

Import Export Extensions PEM ASM, 1
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Export Certificate from entry "TESTUSER

Export Format: (@) %.509 (O PKCS #7  ()PKIPath () SPC

FEM:

Export File: | C:WUsers\testuser\DesktopTESTUSER. cer

Browse

Export

Cancel

3.3.3 Convert the PEM Key and Certificate into the PKCS#12 Format

Execute the following command to combine the private key and signed certificate into a single p12 file.

$ openssl pkcsl2 -export -in TESTUSER.cer -inkey priv.key -name testuser -out fts-testuser.pl2

Enter Export Password:
Verifying - Enter Export Password:

$

3.3.4 SoapUI Setup

Copy the java keystore file and the provided FTS WSDL file to a new folder. Create a new SOAP project in SoapUl.

(@) soapul5.7.0

File | Project Suite Case Step  Jools  Desktop
Create Empty Project ql
Mew SOAP Project Ctrl-N All
Mew REST Project Ctrl+Alt-M
Import Project Ctrl-|
lemmmet Marmlemnd Memim 4

Check the Relative Paths box and click the Browse button.
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@ New SOAP Project ot

New SOAP Project @
Creates a W5DL/S0AP based Project in this workspace

Project Mame: | |
Initial WSDL: | || Browse.. |

Create Requests:
Create TestSuite:

Relative Paths: Stores all file paths in project relatively to project file (requires save)

Locate the WSDL file and click on Open.
@ Open >
Look [n: ’E soapui "’] [@ |

| ||a FileTransferservice.wsdl|
=] fts-testuser.pl2

i File Marme: | FileTransferServicewsdl

||
iﬁmﬂymlmma -]

|
[
‘ Open I Cancel

Click on OK and then save the project file.
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Double-click on the FileTransferService project folder, select the WS-Security Configurations tab, select the KeyStores
tab, select green plus (add keystore), select the p12 file and click on Open.

@ sospuiso

File Project S5Suite Case Step  Tools Desktop Help

) Sl (137 + .—l F =
E BB * J D @ & &) gy

Empty S0APp REST Import Save All Farum Trial Preferences Proxy

— B FileTransferService
Projects

=8| FileTransferService r Overview |/ TestSuites |/ W5-Security Configurations |/ Security 5can Defaults |

+ getFile
'53 getFileNames — — L
&% sendData QOutgoing W5-5Security Configurations

eMedNVCORERule [ % (7]
- [ eMedNVCORERule-2

Mavigatar

Incoming W5-5ecurity Configurations r Keystores I/Tmslstnrs |

Source | Status | Password | Default Alias | Alias Password

@ select Key Material *

Look In: lD soapui 'l @

@ FileTransferservice.wsdl

FileTransferService-soapui-project.xml
[] fts-testuser.p12

File Mame: |f'ts-testuser.p'|2 |

Files of Type: ’ ']

r Project Properties r Custom Properties | )
| Property | Value | ||
|

IName FileTrancferferiicra

Enter keystore password and click on OK.
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0 Specify password for [fts-testuserpl12]

QK | Cancel |

3.3.5 Submit the Request

Here is an example on how to submit a request. Please note that the system will only accept a properly
configured SOAP envelope as per the guide, with an x12 compliant payload. When running in
production, please ensure that the eMedNY root CA has been added to the trust store.

Expand getFileNames and double-click on Request 1. Populate userName and passWord for the FTS service.
Select fts-keystore.jks from the SSL Keystore dropdown menu in the lower left request properties. Then click
on the green triangle to send the request.

eMedNY X509 Certificate Request and Page 20 of 23 November 18, 2024
Management User Guide Version 2.0
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@) soapUI5.7.0

Eile  Project Suite Case Step Jools Desktop Help

w SOk RE% * |—| F o
E B @ 2 F T @ & &) g

Empty  S0AP REST  Import  SaveAll Forum Tnal Preferences Proxy

E — iﬁ Request 1
Projects |E| Y 2@ 0 . .
% & [l FileTransferService ¥ aE https://fts.emedny.org: 8443/ eMedMYServices/FT
Bz FTS El E <soapenv:Envelope xmlns:scapenv="http://schemas_ xmlsoap.or
-r‘"_'_} gEtF”E e <soapenv:Header/>
- getFileMames =z |2 “soapenv:Body>
T e = = <fts:getFileNames:>
aP
: <l-—0Optional:-——=
[+ sendData g fra-input-

G- [l eMedNYCORERule
G- [ eMedNYCORERule-2

<fts:userHame=7</ftsusecllame>
<fts:passWord=?</fts:passWord>
</fts:input>

</fts:getFilelames>
</ soapenv:Body>

</ soapenv:Envelope>

Request Properties

L .

- Auth Headers (0} Attachments (0) WS-A4 WS-EM

Property | Yalue |
VW3S TIMTTETULTVE

551 Keystore -testuser.pl b’
Skip SOAP Action .pl12
Enable MTOM false

Moo KATAIKA £

A 200 OK response indicates a successful connection.
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4 Additional Tools & Information

4.1 Requirements for CORE Compliance

http://www.caqh.org/benefits.php

Note: Providers and Vendors/Trading Partners who are currently not enrolled in ePACES, must

successfully enroll in order to obtain a SOAP Administrator User ID & Password.

4.2 ePACES Access Information & FAQ

http://www.emedny.org/selfhelp/

http://www.emedny.org/selfhelp/epaces/faqg.aspx

5 Change Log

Date Ver | Modification

2/16/2013 | 1.1 | Initial Version

11/192024 | 2.0 | The supplemental “Keytool and Certificate Management Guide” was removed and more current
information was added to this guide. Removed all references to FTP and Meds History Service.
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SOAP CERTIFICATE REQUEST

eMedNY is the name of the electronic Medicaid of New York system. The eMedNY system allows
New York Medicaid providers to submit claims and receive payments for Medicaid-covered
services provided to eligible members.

eMedNY offers several innovative technical and architectural features, facilitating the
adjudication and payment of claims and providing extensive support and convenience for its
users.

More information about eMedNY can be found at www.emedny.org.
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